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Abstract: Website fingerprinting (WF) methods for Tor webpage traffic are often based on the separated Tor traffic or
even the separated Tor webpage traffic. However, distinguishing Tor traffic from the original traffic of the actual network
and Tor webpage traffic from the Tor traffic costs amount of computation, which is more difficult than the WF attack it-
self. According to the current architecture of the Internet and the characteristics of network traffic converging to regional
central nodes, the bi-directional statistical feature (BSF) was proposed for distinguishing Tor traffic through the in-
tra-domain global perspective provided by the SDN structure of the central node and the node information disclosed by
the Tor network. Furthermore, a hidden feature extraction method for Web traffic based on lifted structure fingerprinting
(LSF) was proposed, and a composited Tor-webpage-identification traffic feature (CTTF) was proposed based on BSF
and LSF deep features. For solving the problem of traffic training data scarcity, a traffic data augmentation method based
on translation was proposed, which made the augmented traffic data as consistent as the Tor traffic data captured in the
real working environment. The experimental results show that the identification rate based on CTTF can be improved by
about 4% compared with using only the original data features. When there is less training data, the classification accuracy
is improved more obvious after using the traffic data augmentation method, and the false positive rate can be effectively
reduced.
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3)  for O<S<N, /xSt EAFEA 4%/

4)  Dy=Cosine Distance(G(T}, ), G(Ty,)) /*
VHEAFAE AR ) E L SR A A [ B 2/

5) end for

6) end for

7) for 0<<k<N,, /3 [J 5 L s AE A1 5%/

8)  for O<i<P, /*ili[Jj IEEFEA T HEH/

9) for O<<j<P, /*i [ % 4% IE L AE AR

TAEH

15) A BERLES BE N B LB /ME LS Loss il
GRIRPE AR N 4%

16) end while
4 CTTF EGHFESREHIEER
4.1 CTTF $54EF0 M TSR IR 515742

SDN 28, JEFSLFrifi &K Tor M TR 4>
Horh 2 ANZKIAT, W 4 Fios, SN2 IREE
XF SDN Hdls 0 R AR R df i i, S USRI
) BSF, K J5UA A 4> A Tor i FI=lE Tor i f,
W e Bk U ik 4 R B s A

H—AEK HBOABRK
Hu
A Ry Lar-L Tori it TorFi T it
? CTTF
FRE .
BSF EAN
y BSFHHL | LSF42HL
EA
M —
i 5E Torifi | BSFHZHL T4l Tor i Sl K175

Bl 4 CTTF RFL AR GUR AL U R

5 AR UGER Eik Tor JiiE 1M B0 R
WK . BF6F EAN0 Tor W, ASCEIENT Tor Wi
HEHEIUHN Y BSF, JE&F LS Loss YIIZ$2H LSF,
THBE RS Tor LEM CTTF, F3ETFHsic il
AR UIZE KNN 7302548, U Tor dis B
W T

BTN ZR B HE AR ) 8, A SCHR ST 1
(1)L S 1 58 g v, 0 B 5 1 U R 4 BSF A
LSF 38| CTTF. 3T RS RIEE, ASCHH
(1) 38 8 B4 14 i g v b RE A A5 e N 2 B A i
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BE3 AP REdE g Ak

BN TEFEALE T={item, item,, - item,}, F
ZRITT USRI TAVEE start, BEACIRATAOSCERIN TA)4E end

Wil RN SRR T

1) for item; in 7 do/*3i JJj il s AF A T-H*/

2) s_time; = timestamp of the first packet of

item;

3) e_time; = timestamp of the last packet of
item;

4)  if s time; < first; then/* W7 item, A2 45
R E SRR/

5) for chi_item; in item; do/* M item; §f [ J&

i [y %/
6) if timestamp of chi_item; =s_time;/*}|

W item, Hhfpc I U R T AR AR I )
(¥ B LI TR/

7) if j = 100 then/* B HIMIERI item,
IR AT 100 4~/

8) remove first random(1,100) packets
of item;

9) else

10) remove first random(1,/) packets of
item;

11) end if

12) end if

13) break

14) end for

15) endif

16) if e time; > end; then/*J| W item; 2%

R E A5 */
17)  for chi_item; in reverse of item; do/* M
item; Ji5 [ (i3 77 */
18) if timestamp of chi_item;<<e_time;/*}i|

W item; HH IR FRAL U5 4 RO I ]

(I HH I TR */
19) if k = 100 then
20) remove last random(1,100) packets
of item,/* FR M B item, 2 Ji5 1HI
1 o dhe G E AN 100 4>#/
21) add random(1,100) random direc-
tion packets to the front of item;

22) else

23) remove last random(1,k) packets of
item;

24) add random(1,k) random direction
packets to the front of item;

25) end if

26) end if

27) break

28) end for

29)  endif

30) end for
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